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Introduction

Research Problem and Relevance of the Study

With the development of civil aviation, the need arose to create
technologies and develop a system that would enable the control,
management, and, when necessary, even provide the corresponding
support for the movement of aircraft. For this purpose, civil aviation
regulatory centers were established, international conventions were
formulated, and legislative changes were implemented to regulate and
organize civil aviation within the framework of the appropriate
legislation. It is also noteworthy that civil aviation contributes
significantly to the country's economy, and, therefore, both the
infrastructural and technological development of civil aviation has
become one of the most important issues, ensuring that it becomes
attractive to international aviation companies and increases the
number of international users of airspace. As the number of airspace
users increases, the issues of safety become crucial, as, in today's world,
ensuring the safety of human life and health is one of the primary
concerns. When discussing aviation, military matters must also be
taken into account. The integration of aviation into military operations
created the necessity for the establishment of air operations centers,
which ensure not only the management of military operations but also

military-civilian coordination.

Accordingly, airspace users are divided into two main categories:
military and civilian. Coordinated action between these categories
guarantees the safety of airspace, which, in turn, makes a significant
contribution to the country's security and economic stability. A breach
of coordination can have disastrous consequences. Numerous examples
can be cited of uncoordinated actions that have cost human lives. For
instance, on January 8, 2020, as a result of uncoordinated actions

between Iran's military and civilian aviation, a Ukrainian-owned
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Boeing 737 civilian aircraft was destroyed. The issue of coordination,
along with the increase in the number of aircraft, is created by
operational procedures and technological weaknesses, the refinement
and improvement of which are highly relevant for each developed
country. It is precisely because of this relevance that the Chicago
Convention was established in 1944, which is reviewed and updated
annually, and whose ratification was completed by the Parliament of
Georgia in 1993.

The aim of the study
The aim of the study is to examine the functions of military and civil
aviation regulatory bodies, analyze existing relationships, and identify
obstructive causes. To address the identified problems and improve
coordination, a technological and procedural model will be developed,
which will serve as the foundation for solving new scientific

approaches and practical tasks.

The objectives of the study

1. To familiarize with the principles of airspace usage and air
traffic organization,

2. Tostudy the regulatory documentation on the organization of
airspace usage,

3. To examine the relationships between military and civil
aviation during peacetime, emergency, and wartime
conditions,

4. To develop a technological and procedural model to improve
coordination.
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Scientific Hypothesis

The creation of a unified system of cooperation between military and
civil aviation regulatory bodies, the development of operational
procedures, and the resolution of technological issues will contribute
to enhancing the coordination and management efficiency of these
bodies. This, in turn, will ensure the strengthening of the country's
security and defense capabilities and the achievement of national
objectives.

Detection of Airborne Objects

The recognized airspace picture (RAP) is a complete list of all aircraft
within a specific airspace, where each aircraft is identified and
includes additional information such as the type of aircraft, flight
number, and flight plan. The primary source for generating the air
picture is the digital information provided by radar systems;
however, alongside radar systems, a combination of procedural

measures and reliable communication systems is required.
Based on the above, the formation of the air picture requires:

- Radar systems;
- Reliable communication systems;
- Well-organized procedural actions.
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Detection of Airborne Objects: Radar, Radar Usage, Tasks, and
Surface-to-Air Systems

With the development of aviation, there arose a need to create
technologies and develop a system that would enable the control,
management, appropriate support, and, when necessary, even the
neutralization of aircraft movements.

The integration of aviation into military operations has made it vital
to integrate the aforementioned capabilities and technologies into a
single cohesive system, one of the key components of which is air
defense. Since modern warfare initially involves the aviation and
missile processing of the battlefield, effective air defense plays a
decisive role. Its effective role is manifested in the preservation of the
lives of maneuver units and the provision of freedom of maneuver, as
well as in the protection of strategic targets from the air. The more
effective the air defense, the more it diminishes the adversary’s desire
to carry out combat flights and use missile attacks, as this will only
result in the expenditure of resources and losses. In order for an air
defense system to be considered effective, it must be able to detect
airborne objects in a timely manner and identify them, as well as
possess effective fire means that will prevent the enemy's air forces
from targeting and carrying out effective aviation and missile attacks.

In order to detect an aircraft, a corresponding airspace surveillance
system is required, which will detect unidentified flying objects early
enough to allow for the preparation of effective actions by one’s own
forces and resources. During detection, the terrain must be taken into
account, as, due to technical limitations, the surveillance system,
known as radar, will struggle to detect aircraft from elevated positions,
both at low and high altitudes. As for the impact of radar systems
placed at low altitudes, in this case, the mentioned location becomes
an obstructive factor for surveillance at higher altitudes. It is also
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important to consider the radar's tilt angle and, depending on this
angle, the uncontrollable zone, where radiation and consequently

surveillance cannot occur.

Considering all of the above, it is necessary to properly define and
position radars and high-tech visual observation devices across all
altitude ranges, taking into account the dead zones.

To adequately address the complexities of airspace management and
meet the needs of both civil and military aviation, effective planning
involves dividing the airspace into specific zones, sectors, and
echelons. Each of these zones is monitored by radars with appropriate
technical capabilities, covering both short and long distances. This
division of airspace and the use of radars with different capabilities
create a multi-layered surveillance system, which is highly effective in

detecting aircraft flying at any altitude.

After the detection and identification of an aircraft, its neutralization
may become necessary in order to protect forces and resources. For
this, not only the use of effective fire means is required, but also their
effective deployment. When positioning fire means, the terrain and

the technical capabilities of the fire means must be taken into account.

Due to the high pace of aircraft operations, it is necessary to divide the
airspace, and for each echelon and sector, specific fire systems must be
determined. Much like with radars, we can refer to this division as
layers. The airspace is divided into zones and layers for the positioning
of radars and weapons, which creates a multi-layered air defense
system. Each layer is responsible for specific surveillance and firing
capabilities, which makes the system more effective and necessary for
the efficient control and protection of airspace, both for forces and
assets. The detection of an aircraft is a crucial first step in airspace
management and control. The development of aircraft has led to the
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development of air surveillance systems. Surveillance systems can be
divided into two main types: passive and active systems. The passive
system operates in a listening mode and does not emit electromagnetic
pulses, but rather receives radiation reflections from the aircraft. This
allows the system to determine the aircraft's altitude, location, and
flight direction.

As for active surveillance systems, they operate with different
frequencies and types of emissions according to their capabilities. A
necessary condition for the detection of an airborne platform is that
there must be a direct line of sight between the radar and the detected
aircraft, so that the emission produced by the radar can reach the
aircraft. Depending on the power of the emission and the type of
emitting antenna, active radars are classified as either early detection,
or long-range radars, as well as medium and short-range radars. When
radar classification and its data are determined, for example, as a radar
operating at a range of 1000 km, this does not mean that the radar will
detect all types of airborne objects at that radius. This radar may detect
a large strategic aircraft within a 1000 km radius, but it would be able
to detect an unmanned aerial vehicle or tactical missile only within a
500 km radius or even closer. Therefore, the detection of airborne
objects depends on the radar’s technical capabilities as well as the size
of the aircraft. The larger the reflective surface, the easier it is to detect,
and vice versa. Along with the radar's operating radius, the angle of
the antenna's emission must also be taken into account. Given the
technical specifications of radars, it is impossible for a radar antenna to
emit at a 180-degree angle, which would allow full 360-degree
coverage of the airspace during its rotation. Therefore, it is important
to consider zones where the radar cannot emit and, consequently,
cannot control the airspace. These zones, which the radar cannot
monitor, are called dead zones. Each radar has the ability to change
the emission angle of its antenna; however, along with the change in
angle, the dead zone also changes. The above reasoning proves that for
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a single radar, air surveillance is only possible within a specific spatial
range, and it is impossible to have full airspace control with just one
radar.

To achieve full airspace control, it is essential to select appropriate
locations for radar placement. Several factors must be considered
during this process. The first is the type of radar, as different radars
have distinct capabilities and limitations. For the effective detection of
an aircraft, a direct line of sight between the radar and the aircraft is
necessary, as the radar's beam must reach the aircraft. Considering the
flight tactics of the aircraft, it is important to account for bombers and
helicopters, which often fly at low altitudes to use the terrain for
concealment. On the other hand, strategic aviation operates at higher
altitudes. To address this, surveillance objects must be positioned
effectively to cover both high and low altitudes, while also considering

radar dead zones to ensure full coverage.

For radars designed to detect aircraft at higher altitudes, it is optimal
to place them at higher elevations to avoid terrain obstacles. However,
such radars may fail to cover lower altitudes, which is why additional
radars must be placed nearby to cover dead zones and provide control
over the low-altitude airspace. Despite these measures, mountainous
terrain can still pose challenges in certain areas. To address these
regions, border radars with relatively small radii may be used. These
radars are placed in valleys at low altitudes to monitor sectors and
zones that cannot be effectively covered by medium and long-range
radars. By properly dividing the airspace into appropriate echelons and
zones and strategically positioning radars based on their capabilities
and the terrain, a comprehensive and effective multi-layered air
defense system can be created to achieve full airspace control.

The early detection of aircraft is crucial, and to achieve this, long-
range early warning radars are used, covering vast distances, often
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several hundred kilometers. However, to ensure continuous and
reliable coverage, it is necessary to analyze the airspace and identify
radars whose surveillance areas cannot be covered by other radars.

By strategically selecting and duplicating radars for high-priority
airspace, the capability for early detection can be maintained, which
ensures effective airspace monitoring and control even during radar
technical maintenance or malfunction.

Additional control of the airspace can be effectively achieved by
utilizing AWACS-type aircraft, which represent the optimal approach
for monitoring all levels of airspace. The described system provides
comprehensive control over each sector and zone of the airspace,
thereby classifying it as a multi-layered air surveillance system. In this
configuration, radar units are assigned to monitor specific zones and
sectors. This method is highly regarded because it can control all
sectors and altitudes of the airspace without failure. A fully controlled
airspace is an indispensable prerequisite for effective air defense
operations.

Considering the decisive role of aviation and missile systems in
modern warfare and the importance of gaining a combat advantage, a
multi-layered air surveillance system becomes essential. This
contributes to the comprehensive monitoring of the airspace,
ultimately allowing for the achievement of air superiority and the
protection of forces and assets from aerial threats. After detecting an
aircraft, its identification becomes crucial, which involves a detailed
analysis to determine its type and ownership.

The process of aircraft identification is complex and crucial, involving
various components of the air defense system. It is guided by the
Strategic Air Operations Center, with contributions from all
subordinate units of the air operations network. Visual observers,
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strategic control points, and radar operators all play significant roles in
this process.

Visual observers analyze the aircraft's type and visually discern
distinguishing characteristics, while radar systems provide
instrumental data such as location, accuracy, maneuverability, and
speed capabilities. Control centers collect information from both visual
observation points and radar systems, integrating the data to classify
air platforms accurately. Identified aircraft are assigned various
classifications, including friendly, neutral, hostile, false (reflection),
unknown, and enemy. An unidentified aircraft may also be
encountered, and the corresponding air operations center makes
decisions based on the collected identification data.

The importance of aircraft identification is paramount, as errors in
identification can lead to tragic consequences. There have been
instances in various countries of friendly fire and accidents due to the
incorrect identification of civilian aircraft, underscoring the critical
nature of this process.

Each country has its own identification system, often based on criteria
such as airspace zoning, digital identification of aircraft, visual
identification, and the use of flight plans. The comprehensive
approach to aircraft identification is crucial, as an aircraft may violate
flight rules or experience sudden malfunctions, requiring assistance
rather than immediate destruction. Therefore, air operations and air
defense must involve an adequate assessment of the situation and a
corresponding response.

Through continuous improvement of aircraft identification
procedures and the use of reliable identification systems, air defense
can eliminate tragic errors and effectively respond to various

challenges in airspace.
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Visual recognition is a critical aspect of aircraft identification and can
be effectively carried out by both visual observers and intercepting
aircraft. Intercepting aircraft, which include fighter planes, are
particularly skilled at identifying and responding to unidentified
aircraft. The Chicago Convention, which regulates air law, outlines
specific signals, instructions, and actions that may be taken by
intercepting aircraft in relation to unidentified aircraft. This
convention emphasizes the importance of conducting specific actions
before responding to unidentified aircraft, particularly civilian aircraft.

The existence of a friend-or-foe identification system on military
aircraft is crucial for the effectiveness of air defense operations. This
system integrates coded signal receivers, emitters, and advanced
communication systems to relay the aircraft's location to air defense
systems. Modern air defense systems are designed with protective
mechanisms that prevent the targeting of aircraft equipped with an
active friend-or-foe identification system. This increases operational
safety and reduces the risk of friendly fire.

To streamline airspace identification, it is essential to divide the
airspace into zones with specific permissions, restrictions, and
prohibitions. Such zoning helps categorize aircraft and determine their
origin. For example, certain zones, such as civilian and military airport
zones, automatically identify aircraft departing from them as friendly
aircraft. Furthermore, restricted and prohibited zones are established
to ensure appropriate and timely responses to any aircraft entering
these areas. It is important that these restricted and prohibited zones
are internationally published and protected, in accordance with
international aviation laws.

By implementing effective visual identification practices, using friend-
or-foe systems, and employing well-defined airspace zoning, air
defense systems can ensure safer and more accurate identification of

aircraft, reduce the risk of errors, and strengthen the overall security
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of the airspace. This systematic approach plays a vital role in protecting
airspace from threats while minimizing unnecessary confrontations or
misidentifications.

The electronic flight plan is indeed an effective means for identifying
aircraft, covering commercial, international civil, licensed military
aircraft, and the flight plans of state aviation. These plans provide
essential information such as the type of aircraft, flight routes, and
other relevant details in accordance with international and domestic
legislation. Pilots also communicate with the appropriate air traffic
controllers based on these plans to obtain the necessary clearances.

The regionalization of air forces and the designation of commanders
and control points responsible for each region is a valuable approach
to improving aircraft identification. This simplifies the operation of the
air operations center and ensures that the region remains under
control, even if communication with the operational center is lost, as

the designated control point assumes responsibility.

The importance of timely and accurate aircraft identification cannot
be overstated. It enables effective response and timely action, making
it a critical aspect of air defense operations. After the detection and
identification of an aircraft, the response phase begins, during which
it may become necessary to engage surface-to-air systems. For effective
response, three key components are required: a decision-making
system, operational procedures supported by legislation, and the

means necessary to neutralize the aircraft.

Operational procedures, as defined by the country's legislation, play a
significant role at every level of the units involved in air operations.
These procedures must be concise, specific, and tailored to the purpose
of the aircraft, taking into account its speed. It is crucial for all
personnel involved in air operations to know exactly how to act in
different situations and, in some cases, make decisions without waiting
for the permission of higher authorities, subsequently reporting their
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actions to them without delay. Legal support underpins every action
taken during air defense operations.

The presence of well-defined procedures is critical, and a good
example of this is the Euro-Atlantic alliance, where even the operators
of short-range missile defense systems carry operational procedure
sheets. These sheets clearly and concisely outline the rules of
engagement and actions to be taken in various situations.

Although procedures guide most actions, there may be situations
where decision-making authority is required from specific supervisory
levels. The decision-making process and the authority granted at each
level are clearly defined in the procedures. Timely and accurate
decision-making requires processed information. Decision-makers,
located in the relevant operational centers and always available to
monitor events, are most effective in ensuring rapid and appropriate
responses.

In general, a well-organized and effective system for aircraft
identification, decision-making, and response plays a crucial role in air
defense operations, ensuring the safety of airspace.

In the event of a decision to neutralize an aircraft, either intercepting
aviation or surface-to-air systems will be engaged in the battle. In
countries with a small operational depth, such as Georgia, it is
necessary for a certain number of intercepting aircraft to constantly
monitor the airspace in order to respond promptly and avoid delays in
preparing them for takeoff. The use of intercepting aviation in such a
manner eliminates the possibility of airspace violations by hostile
countries' aviation assets in areas where surface-to-air systems are
ineffective or where aircraft destruction will not be deliberately
carried out in such areas during peacetime.

It is worth noting several important points regarding air defense and
the significance of an integrated system, not only for aircraft but also
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for neutralizing tactical and ballistic missiles. A comprehensive air
defense strategy requires the ability to destroy both aviation and

missiles.

In modern warfare, missile systems play a significant role in
identifying and destroying high-value targets. Without the capability
to destroy missiles, an air defense system will be incomplete and will
fail to protect strategic assets or maneuvering units effectively. Thus, a
well-rounded air defense system must include surface-to-air missile
systems capable of neutralizing missile threats.

Terrain conditions can pose challenges in ensuring complete
protection from air threats. It may be impractical to protect every
point of a difficult terrain, which is why precise planning of the air
defense system and its adaptation to the terrain are vital. Identifying
protected objects during the planning phase allows for a more efficient
allocation of resources.

Certainly, each combat function of the defense forces is of paramount
importance, and none can be excluded, but in modern warfare, the
significance of the air component is clearly evident, and there are
numerous examples that can be cited to refute the above reasoning.
Perhaps the most conspicuous example is the Russian Federation's
intervention in Ukraine, where the air component plays an enormous
role, and numerous actions have been taken by the Ukrainian
government to improve it. Interdiction aviation is necessary both
during peacetime and combat operations. Its use reduces the errors in
the destruction of aircraft and also controls zones that could be
exploited for provocations by unfriendly countries during peacetime.
For radar systems, dividing the airspace into layers increases the
probability of detecting aircraft, while identification systems eliminate
errors, and surface-to-air systems deployed in layers provide freedom
of action for both maneuver units and the protection of strategic assets.
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As for costs, of course, effective defense requires expenditure, and if
we aim to create an effective national defense system, merely saving
money is not a solution. The above reasoning and examples clearly
demonstrate the necessity and effectiveness of multi-layered air
defense, which effectively disproves any arguments made against it.

Combat operations conducted in this century clearly show the
importance of the air component. Combat operations begin with
aviation and missile strikes, and during aviation defense strikes, the list
of targets is topped by radar systems, command posts, and surface-to-
air missile systems, whose destruction provides control over the air,
and by dominating the air, they damage the country's defensive
capability. Therefore, one of the most critical conditions for a nation's
defense capability is the existence of strong air defense. Since air
defense is not just one type of armament but represents a complex
system composed of components for the detection, identification, and
destruction of aircraft.

Methodology and Research Description

The following scientific research methods were employed in the
course of this dissertation:

- Historical
- Legal
- Analytical

Historical Research Method: Using the historical research method,
historical evidence regarding the relationship between military and
civil aviation was sought and examined. The study revealed the

disastrous consequences of uncoordinated interactions.
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Legal Research Method: The application of the legal research method
enabled the study of regulatory documents and legal acts that ensure
coordination between military and civil aviation regulators. In this
regard, a comparison of the legislative norms of Georgia and the
legislative norms of several EU countries (individual countries) was
made, identifying similarities and differences in order to develop
recommendations.

Analytical Research Method: The use of the analytical research method
allowed for the analysis of Georgia’s legislation, international legal
acts, and existing regulations.

Attacks and Threats on Communication Systems and Ways to Address
the Problem
Types of attacks, network attacks, or security incidents represent
threats such as breaches, denial of service, or other attacks on
infrastructure that conduct network analysis and information
gathering, which may later be used to damage the network. Often, a
hacker may be interested not only in the malicious use of the software
but also in unauthorized access to network devices. In organizations,
information leaks are often caused by unverified network devices. The
spread of network attacks and the types of attacks on software
platforms may include passive monitoring, active network attacks,
close-in attacks, exploitation by insiders, and attacks carried out by
service providers. The system should be able to limit the consequences
of damage and quickly recover from the impact of an executed attack.

Categories of Attacks
There are certain risks associated with communication systems
between military and civilian regulatory and executive bodies, which
could lead to specific cyberattacks. This dissertation discusses the
categories of attacks and ways to address them.
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There are two main categories of attacks:

"Passive” — when a hacker listens to the information present on the
network,

"Active" — when a hacker disrupts the normal functioning of the
network.

Cryptographic Protection

For communication security, scrambling or cryptographic closure
methods are used to ensure that information is concealed from those
who do not need to know or are not supposed to know it. Let us
examine the difference between the cryptographic encryption method
used for digital signals and scrambling, which is used for analog signals.
Cryptography is the process of encrypting (coding) information, with
the aim of transforming the transmitted data into completely random-
form messages and decrypting it on the receiving end. In the past,
important information was encrypted with codes. The transmitted and
received information was manually encrypted, which took a
significant amount of time, and often, after decryption, the
information would no longer be meaningful. Today, this process is
automated. It involves a mathematical algorithm and its key, which
enables the information to transition from an open form to an
encrypted state. If the transmission of important information occurs
without cryptographic encryption, it will not require significant effort
to understand its content when intercepted by an adversary. For the
protection of classified information of varying levels, each country's
government has developed corresponding security standards. In
communication systems that do not require a high level of protection,
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scrambling can also be used. Scrambling is a method of protecting
analog signals, where the voice signals are broken into pieces, their
positions are changed within the audio frequency band, and then
transmitted. Scrambling does not provide a high level of protection. It
is primarily used in non-tactical radio stations and does not require

synchronization.

Digital encryption, which involves the digital encryption of
transmissions, primarily requires the use of a vocoder to convert the
analog voice into a digital format. This process transforms the signal,
i.e., the voice, into binary data. This data stream is then fed to a device
called a cryptographic generator. It is a processor based on a
mathematical algorithm that generates a long, non-repeating stream of
binary numbers and digital stream encryption keys (Traffic Encryption
Key - TEK). The TEK, or simply "key," is, in turn, a set of binary
numbers used to control the processor's algorithm. Afterward, the data
stream is mixed with the cryptographic stream, creating the encrypted
(Cipher Text - CT) data.

The combination of binary number streams created by such a method
is impossible to predict in advance and slightly resembles the original
data. This method provides a very high level of information protection.
In comparison, the scrambling method is identifiable and vulnerable.
The level of cryptographic encryption of data determines the difficulty
of understanding the content of the information and represents a
complex function of the mathematical algorithm. The TEK key is
variable, which changes the characteristics of the mathematical
algorithm. The digital encryption algorithm requires the same TEK
key for both encryption and decryption. This type of algorithm is
called the "symmetric encryption key." Protecting the TEK key is a
matter of vital importance. If an adversary obtains the encrypted
information and the algorithm, it will still be difficult for them to
understand its content without the key. Therefore, separate security
protocols are used for the distribution of the TEK key. In the past, keys
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were manually placed in cryptographic devices using paper tapes,
magnetic tapes, or additional connecting devices. The creation of keys
and the secure delivery to the user was a challenge. One of the key
management systems used in the commercial sector is called "Public
Key Cryptography." This standard allows all users to generate two
keys. One is the public "Y," and the other is the private "X." The value
of Y is determined by the value of X. The level of protection in these
systems depends on the complexity of the relationship between X and
Y. What is encrypted with the Y key can only be decrypted with the
X key. The key generator distributes the Y key, while the value of X
must remain known only to the user. Later, everyone will have the
ability to send information encrypted with the Y key, but only one
user will be able to decrypt it, namely the one who holds the X key
and its value. By using this encryption system, all network users can
have a two-way encrypted connection. This system is called the
asymmetric key system. Its alternative is the symmetric system, where
only one key is used for both encryption and decryption. Both the
transmitter and the receiver must have the same key. Therefore, the
symmetric system is a high-level protection system. An example of a
symmetric system is the key generation function used in the radio
station programming application (RF-6550 RPA) of Harris production.
Also of interest is the RF-6550K KGA application, which allows for the
generation and distribution of symmetric keys.

Its advantage is the ability to generate a KEK (Key Encryption Key) for
the TEK key. The KEK key is the encryption key for the TEK key, and
its purpose is to hide the TEK key. These processes are similar to
"packaging." Every correspondent in the radio network has a KEK key
that was generated once. When a new TEK key is obtained, it can only
be imported into the RPA with the appropriate KEK key. This method
also allows protection against key visibility, copying, or other
unauthorized actions. The RF-6550K KGA application can only send
TEK keys and avoid recreating the RPA. Therefore, its use is preferred.
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Several methods are used for transmission confidentiality, aimed at
preventing the detection and jamming of transmitted signals. These
methods include frequency covering and turning it into a moving
target. The Low Probability of Detection (LPD) system transmits the
signal at a very low power or spreads it over a wide band, while
masking the signal with natural radio noise. Another method related
to LPD systems is called Low Probability of Intercept (LPI). It allows
the signal to be emitted in short pulses or spread over a very wide band,
reducing the time the signal is present in the air. The most common
method for transmission security is frequency hopping, during which
the frequencies change so quickly that it becomes impossible for
unauthorized users to listen or jam the transmission. During frequency
hopping, the receiving station is synchronized to the transmitting
station’s frequencies and moves in unison with the predetermined
pattern. Frequency hopping occurs over several thousand discrete
frequencies. For example, RF-5800V-MP and RF-5800V-HH radios
make 100 frequency changes per second during frequency hopping.

When using this method of transmission confidentiality, the radio-
electronic intelligence will hear only a brief, static discharge-like
noise, making it difficult to distinguish from the natural and industrial
noise present in the radio spectrum.

This requires an expert team’s tireless, multi-hour work to understand
even a small part of the transmitted signals. At this point, jamming
only one frequency will not produce results. The simultaneous
jamming of multiple frequencies is necessary, as this will prevent the
adversary from having access to clear working frequencies for their
radio networks. Controlling the electromagnetic emissions of one's
own forces is a critical issue to minimize the impact of the adversary’s
electronic warfare tools. The transition of radio stations to
transmission should only happen in times of necessity. The main
station of the radio network should not check the connection on a
strictly defined schedule. The control of emission confidentiality
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should be a comprehensive process. The number of voice transmission
events should be minimized (preferably to 15 seconds, with a
maximum of 20 seconds), and it should serve only the purpose of
transmitting the most critical information necessary for the task.

State Aviation Operations and National Security and Defense
Considerations
Although this study focuses on civil-military cooperation, this chapter
describes and provides information on a broader range of state aviation
operations. State aviation in general, and military aviation in
particular, are obligated to respond as quickly as possible when
security, defense, or law enforcement situations arise. As a result, state
aviation must have access to sufficient airspace to ensure the training
and preparedness necessary for personnel readiness and qualification

maintenance.

It is expected that state aviation agencies will carry out a wide range
of tasks. To fulfill these tasks, states must require compliance with
international, regional, and national civil aviation regulations
wherever possible. However, it is acknowledged that the nature of
certain defense and security tasks may create situations that may
require special handling and consideration. This chapter provides
examples of operations that may be carried out by state air assets and
general expectations regarding the management of such aircraft by
ANSPs (Air Navigation Service Providers). Finally, it will discuss the
interrelations between the fundamental principles of operations, the
planning processes of military airspace users, and the requirements for

national security and airspace access.
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Actions of the Air Force and Air Defense Identification Zones
In order to enhance flight safety and coordination, military units must
adhere to certain regulations. At specific stages of the operation, the
commander of each component will constantly require access to
airspace and aerial assets to fulfill their operational plans. The airspace
requirements of components may often align with each other.
Granting exceptional freedom to one commander during the execution
of an operation may hinder the operations of other commanders,
which is why it is essential to consider and incorporate all airspace-
related requirements at the joint forces level. This will facilitate
reaching agreements that account for the operational priorities of the

joint force commander.

The airspace control plan will be presented by the joint airspace
control center. The airspace control plan is executed by issuing
airspace control orders. The forward forces execute plans and
operational tasks in accordance with the airspace control plan, air
tasking orders, and special instructions. Airspace control is carried out
through the airspace control system, which must rely on a reliable,
secure, and obstruction-free management and control network. This
system may include ground and/or airborne sensors and control nodes.
The control method is chosen based on the capabilities of the airspace
control system, operational requirements, and the aircraft involved in

the operation.

The airspace control authority is responsible for controlling the
airspace. In addition to the air defense forces commander, this task
may be assigned to the commander of the joint forces air component,

as their responsibilities are closely interrelated.
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Control Methods
Positive Control. Positive control is an airspace control method
through which the relevant authorized and responsible bodies ensure
the positive identification, separation, vectoring, and control of air
defense weapons for aircraft within a specific airspace. Aircraft
identification, separation, and vectoring must be carried out through
control of air defense weapons. Positive control allows for the
immediate alteration of aircraft direction in response to changing
tactical situations, supports high-tempo operations, and enables the
complete, flexible, and efficient use of airspace. Each of these processes
is continuously performed using electronic means, including radar
stations, secondary surveillance radar stations, target databases, and
other surveillance sensors, along with elements of joint operations
management and control systems for identification. Positive control
must be ensured only by controlling authorities that possess complete
information about the situation and secure two-way communication.
The use of airspace requires a significant amount of resources,
particularly equipment and personnel. When positive control is

applied, this method takes precedence over procedural means.

Procedural Control. Procedural control is one of the airspace control
methods, which involves the use of a combination of pre-agreed and
implemented orders and procedures. Procedural control includes
techniques such as dividing airspace into segments based on volume,
time, and/or weapon control status. When using this method, the
issued airspace control means are followed, which are reduced to
personnel through airspace control orders. The airspace control order
is numbered. Procedural control must always be available, immediate,
and ensure a backup system in case positive control cannot be carried
out or is deemed unsuitable for the situation at hand. Airspace control

orders include means of airspace control, fire support coordination
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measures, and weapons control orders. These means can be modified
by special instructions, which give the aircraft the opportunity to
access the airspace according to established criteria. No two-way
communication or other technical requirements are necessary for this.
When operating outside the boundaries of positive control, the pilot
of the aircraft must consider the risk of creating a threat and potential

mutual damage under procedural control.

Dynamic Procedural Control. Within the structure of procedural
control, coordination of uncertainty arising in time and space within
the specific means of airspace management or fire support
coordination measures can be achieved with the help of organizations
that possess information about ongoing operational activities in the
area. Although this process is widely referred to as "dynamic
procedural control," it may only encompass the coordination function,
while the air control remains with the airspace controlling entities.
However, this process grants the coordinating organization the ability
to dynamically adjust resource planning and allocation plans in

response to operational requirements.

Dynamic procedural control focuses on specific areas of the combat
space, including Restricted Operating Zones (ROZ) or High-Intensity
Dangerous Airspace Control Zones (HIDACZ), where the operational
tempo demands the maximum efficient use of airspace. This process
requires substantial resources, especially manpower and
communication means, which could limit its extended duration. Every
echelon leader can ensure this, provided the necessary means are
available. They must inform the airspace controlling body about this.
The procedural control structure can be regulated with the
implementation of appropriate security measures directly by the flight
crew during the execution of the task, in scenarios where a simple

airspace management plan may be applied. This "self-regulation”
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method is only used in unrestricted and uninterrupted airspace for
small-scale, limited operations. In such circumstances, it is the most
advantageous and simple method, although it may be accompanied by

certain risks.

Evolution of Air Traffic Management

Although the ATM system has undergone an evolutionary process, its
primary goal has remained unchanged: to ensure the safety and
efficiency of air transportation.

The ATM system developed in accordance with the needs of the
aviation industry. In the early stages, air traffic intensity was relatively
low, and aircraft separation could only be achieved based on visual
identification of movements performed by the pilot. Only established
rules derived from land and sea transportation vehicles were in place,
and these were sufficient for flight separation.

In the 1920s, the practice of land-based segregation began at airports,
where ground controllers used visual means to establish one-way
communication with pilots. This enabled separation of flights on the
ground. Later, in the 1930s, the introduction of radio communication
revolutionized the communication process by ensuring a two-way
channel between ground controllers and pilots. This enhanced
communication capability significantly improved the task of flight

separation and management.

Since it was not possible to precisely determine the aircraft's position,
separation was carried out according to predefined procedures
(procedural separation), where the aircraft’s position was assessed
based on the latest position report provided by the pilot. After World
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War I, several bombers were converted for postal transport. This
increased the frequency of air traffic, although visual separation
remained sufficiently safe. In 1919, the International Commission for
Air Navigation, a division of the League of Nations, standardized air
traffic rules.

Similarly, after World War II, a large number of military aircraft were
converted for civilian use, which significantly increased air traffic
density compared to the period before World War II. In addition,
during this period, improvements were made to aircraft (specifically,
their speed and range). These two factors hindered the safe air
operation of aircraft in the most congested areas, such as airports and
terminal maneuvering areas (TMAs), without the corresponding

improvements to the ATM system.

A significant development in air traffic control during World War II
was the introduction of radar technology. Radar systems were used to
detect and track aircraft and other flying objects. By transmitting
waves, radar receivers on the ground would detect their presence. This
revolutionary change allowed aircraft to operate flights in all weather
conditions, thus reducing the dependence of the air transport system

on weather conditions.

By the late 1950s, the widespread use of radar technology brought
about a significant change in the practice of air traffic control. With
radar control, traffic management shifted from procedural control,
which relied on predetermined routes and times, to a more dynamic
and flexible system. The ability to monitor aircraft movements in real-
time facilitated more efficient and accurate control of air traffic.
Following the introduction of radar, situational awareness
significantly improved in the coverage zone, previously relying on
procedural control approaches, where position assessment was based
on the latest position report provided by the pilot. As a result of this
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transition, uncertainty was reduced, and the capacity of the airspace
increased. Air traffic separation was achieved through the air traffic
controller’s (ATCO’s) permission, based on both the aircraft's current
position and the ATCO’s assessment of its future position (known as

separation based on departure).

The development of commercial jet aircraft in the 1950s marked
another significant step in the performance of aircraft. This led to
segmentation, strengthening the separation tasks carried out by
controllers on the ground. Since the exact determination of the
aircraft's position was not feasible, separation was implemented based
on predetermined procedures (procedural separation), where the
aircraft's position was assessed based on the latest location report
provided by the pilot.

Understanding the aircraft's future location will play a crucial role in
the advancement of strategic air traffic management. This will
establish the responsibilities for air traffic management at the strategic
level, specifically the functions of airspace management (ASM) and air
traffic and capacity management (ATFCM). This knowledge will
enable more effective planning and optimization of airspace utilization
and movement capabilities.

Initiatives for the modernization of the ATM system date back to the
1980s. During this period, it became apparent that, with the existing
procedures and technologies, the ATM system would soon face
limitations in terms of safety, efficiency, and capacity. Therefore, in
1983, the Future Air Navigation Systems (FANS) program was
established by ICAO to develop future air navigation systems. This
future concept was called the "CNS/ATM system."

The technologies and procedures outlined in the CNS/ATM system
required an implementation plan that could harmonize various
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technical developments, resulting in a global and integrated ATM
system. To this end, ICAO developed a global ATM operational
concept, which serves as a guide for global ATM modernization
initiatives.

In Europe, to address the current inefficiency of the ATM system and
to achieve higher environmental, safety, and cost-effectiveness, the
European Commission launched the Single European Sky (SES) ATM

modernization program in 1999.

The SESAR program developed a targeted operational concept, which
is to be implemented in three consecutive phases. In each of these
phases, deployment packages will be implemented through
Operational Improvement Steps (OISs). Since this information is
frequently updated, the website https://www.atmmasterplan.eu/home

offers the latest version of all implementation plans.

The ATM target concept is performance-based and focused on
trajectory-based operations (TBOs). TBOs will not be implemented in
isolation. They require the integration of other technologies (e.g.,
satellite navigation) and procedures, and will enable the execution of

new operations through the introduction of new functionalities.

The image illustrates the key changes and their essential elements in
the evolution leading up to SESAR (i.e., before the implementation of
SESAR).

Modern ATM SESAR ATM
Concept Concept
Strategic Operations | Trajectory-Based
Operations
Collaborative Collaborative

Decision Making Decision Making

77


https://www.atmmasterplan.eu/home

Information System
Centric

System-Centric
Approach

Queue Management

Queue Management

Tactical Conflict

Strategic Conflict

Detection Detection
Capacity Balancing | New Airspace
Design
Advanced Airborne | Advanced
Procedures Automation

The image depicts a paradigm shift across seven characteristics. The
fundamental change is the transition from current airspace-based
operations to Trajectory-Based Operations (TBO). This shift involves
aircraft flying based on trajectory capabilities rather than instructions

constrained by predefined airspace structures.

For instance, in today's system, flights generally operate within
predefined airspace structures or along designated air routes. Aircraft
rarely follow the optimal flight trajectory preferred by airspace users.
With the introduction of TBO, this restriction will be eliminated,
allowing for increased flight efficiency. However, the removal of these
predefined structures from the Air Traffic Control (ATC) function
requires an integrated decision-making process among involved

stakeholders, i.e., collaborative planning.

Collaborative planning will not be implemented solely at the ATC
function level. In fact, its primary impact is expected within Airspace
Management (ASM) and Air Traffic Flow and Capacity Management
(ATFCM) functions,

supported by increased channels of information sharing—will

where enhanced situational awareness—

improve predictability.
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Finally, the target concept will enable a transformation in the role of
the human operator. The Air Traffic Controller (ATCO) will take on a
more strategic role in aircraft separation, supported by advanced

automation.

In the long term, this advanced automation, in combination with other
relevant technologies, will allow for new separation modes,
supplementing or potentially replacing traditional ground-based

separation approaches.

The ATM target concept can also be explained in terms of changes in

functions, processes, and roles.

Changes in Functions
The paradigm shift in ATM functions can be described as a transition
toward more tactical ASM/ATFCM functions and a more strategic
ATC function. Therefore, while the implementation of the ATM target
concept will not introduce entirely new functions, the process of their

execution will undergo significant changes.

Collision Avoidance

Changes in this function will be driven by the enhancement of existing
technologies. SESAR will continue the deployment of safety nets (CM-
0801 - Ground-Based Safety Nets). For example, the Short-Term
Conflict Alert (STCA) tool and Area Proximity Warning (APW) will
help alert ATCOs when aircraft are expected to enter protected zones.

The Traffic Collision Avoidance System (TCAS) will be improved with
the implementation of OIS CM-0802 - ACAS Resolution Advisory
Downlink, which will enhance ATCOs’ situational awareness when
TCAS provides resolution advisories. Similarly, AUO-0402 - Air
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Traffic Situational Awareness (ATSAW) in Flight (AIRB) will assist
flight crews and may enable more effective use of the collision

avoidance function.

ATC Function

The ATC function is expected to become more strategic and less
tactical. This transformation will be supported by enhanced predictive
capabilities that improve situational awareness over larger Look-
Ahead Times (LATs), such as CM-0202 - Automated Support for ATC
Planning for Conflict Prevention in En-Route Airspace. This strategic
shift aims to transfer the ATCO’s workload from tactical to strategic
tasks. Strategic workload is less restrictive in terms of capacity, as it
allows sufficient time for optimizing operations before execution.

ATCOs will be supported by increased automation, such as CM-0201 -
Automated Assistance for Controllers in Coordination, Transfer, and
Dialogue, as well as new communication channels that, in theory, will
reduce workload compared to pre-SESAR levels. Automation will also

facilitate the implementation of the TBO concept.

Enhancements in navigation capabilities, quantified through the
Required Navigation Performance (RNP) indicator, will enable the
introduction of new airspace procedures, such as CM-0603 - Precision
Trajectory Clearances (PTC)-2D for user-preferred trajectories,
thereby optimizing the utilization of existing resources.

Optimization of Airspace and Airspace User Operations

The monitoring and support of ATC operations will be enhanced with
new tools for En-Route Operational Support (EOS), integrated with
improved prediction accuracy. For instance, CM-0101 - Automated
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Support for Traffic Load (Density) Management will contribute to
making traffic flow more predictable, enabling a reduction in safety
buffers used in operations. This, in turn, will allow for a decrease in
capacity limitations caused by traffic uncertainty (e.g., a 10% capacity
reduction due to unpredictability).

Finally, in the long term, the ATC function will undergo a significant
transformation with the introduction of new separation modes, such
as CM-0704 - Self-Separation in Mixed Mode. This shift will transition
part of the ATC function from ground-based control to the air, where

pilots will assume increasing responsibility for their own separation.
Long-Term Planning Function

Network fragmentation will begin to be addressed through
international collaboration (AOM-0402 - Further Enhancement of the
Route Network and Airspace, including Cross-Border Sectorization
and Additional Routing Options). Airports will be integrated into the
planning process as key stakeholders to eliminate fragmentation
between airspace and airport operations (AO-0801 - Collaborative

Airport Planning).

Capacity planning will be improved through a refinement process,
where updated information will be dynamically shared several hours
before the execution of the capacity plan (DCB-0201 - Interactive
Network Capacity Planning). This enhancement will extend the
planning function’s horizon into the pre-tactical phase and ensure its
integration with ATFCM and ASM functions (DCB-0206 -
Coordinated Network Management Operations Extending to the Day
of Operations).
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Process Changes
Enhanced predictability is a fundamental element supporting the
implementation of the ATM Target Concept and functional
transformations. Predictive capabilities will be improved through new
algorithms and data sources (IS-0302 - Use of Aircraft-Derived Data
(ADD) to Enhance ATM Ground System Performance). The
requirements for predictability will vary according to the specific

needs of each function.

Detection processes will be enhanced by leveraging improved
prediction capabilities and support tools with higher levels of
automation (CM-0404 - Enhanced  Tactical Conflict

Detection/Resolution, Compliance, and Intent Monitoring).

Thanks to the new system, all functions will have the opportunity to
implement new decision-making strategies: improved navigation
capabilities for ATC functions, more dynamic responses for planning,
and enhanced adaptability for ATFCM and ASM functions. These new

resolution strategies will, in theory, enable optimized operations.

In the SESAR system, information will be dynamically shared and
updated by all relevant stakeholders, fostering a more robust

predictive process.

Information exchange will transition to a point-to-point, request-
based information system. A network-centric information system will
automatically request updates when specific conditions are triggered
(IS-0305 - Automated RBT Updates through TMR). This will be
implemented through the System Wide Information Management
(SWIM) framework.
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Role Changes
The roles currently existing within the ATM system will adapt to new
requirements introduced by future functionalities. The most
significant transformation will occur for pilots with the
implementation of the self-separation mode. ATCOs will need to
adjust to this shift, allowing for the delegation of certain air traffic

separation responsibilities to pilots.
Automation

Automation will expand, as reflected in numerous OIS developments,
and its implementation will be widely perceived within control
centers. As a result, a reduction in workload and task burden for ATC
teams is anticipated. However, some studies have already identified
that automation systems have been only partially integrated.
Therefore, the levels of automation introduced into the system must
be carefully defined.

For instance, potential drawbacks of automation have been identified,
which may negatively impact the system, including reduced
situational awareness and skill degradation. Despite these challenges,

the human role must remain central in the future ATM system.

Studies on human-machine interaction focus on determining the
optimal functional distribution within the system. This is driven by
the fact that core functional tasks can be allocated in different ways,
leading to varied overall effects. While automation in the past was
typically used to enhance ATCO information management,
presentation, and integration, as well as to automate routine tasks,
current and future trends aim to support human cognitive processes,

particularly in the decision-making phase.
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Automated systems will ensure interoperability to prevent system
fragmentation (IS-0301 - Interoperability Between AOC and ATM
Systems). Consequently, one of the fundamental aspects of assessing
the feasibility of the SESAR program will be evaluating the impact of

automation on airspace capacity.

Conclusions and Recommendations

This dissertation serves as a foundation for improving the relationship
between military and civil aviation regulators. Based on the research
findings and proposed innovations, coordinated actions will be
enhanced, existing issues related to communication systems and air
traffic management overload will be resolved, rights and
responsibilities during military operations will be clearly defined, and

the process of harmonious cooperation will be improved.

1. Historical evidence has demonstrated the severe
consequences of uncoordinated actions. The research
included an examination of historical incidents that led to
aviation disasters. The causes of these disasters were analyzed,
and potential measures to prevent similar occurrences in the

future were discussed.

2. Existing communication systems were studied, and methods
of attacking such systems were analyzed. The research
explored response mechanisms and protective measures
against these attacks. Addressing these challenges will reduce
the vulnerability of communication systems and provide
regulatory bodies with predefined action plans in the event of

an attack on communication infrastructure.
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Air defense systems were examined, and a new air defense
framework was proposed. This system will strengthen
airspace control and reduce the number of unauthorized users

of airspace, thereby enhancing safety among airspace users.

The issue of air traffic congestion was analyzed, and measures
for optimizing air traffic management were developed. A
structured operational framework was proposed, which, if
implemented, will improve automation capabilities in air
traffic management. Additionally, the redistribution of roles
and functions will help alleviate problems caused by system

overload.

Airspace was divided into specific zones, allowing for the
establishment of clear operational boundaries for airspace
users. This zoning system will provide airspace users with a
clearer understanding of their designated areas of operation

and the corresponding operational constraints.

All the above-mentioned recommendations should be
implemented by both civilian and military regulatory bodies
in military and civil aviation. This will enable airspace users
to have a predefined understanding of their operational areas,
rights, and responsibilities. Enhancing these aspects will lead
to increased airspace security and improved coordination

among users.
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